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What security feature should be avoided in wireless networks, as it can be easily bypassed?
Response:

A. Shared Key Authentication
B. WPA3

C. 802.1X/EAP

D. Pre-Shared Key

Answer: A

How can RF signal propagation be affected by obstacles or materials?
Response:

A. Gain and loss
B. Reflection
C. Refraction
D. Scattering

Answer: D

Which factor can contribute to security issues in a wireless network if the passphrase is not properly
configured?
Response:

A. Configuration errors

B. Incorrect passphrases

C. Incompatible EAP methods
D. Incorrect network keys

Answer: B
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What is the term used to describe the process of restricting network access based on a device's MAC
address?
Response:

A. WEP

B. Shared Key Authentication
C. Hidden SSIDs

D. MAC filtering

Answer: D

Which characteristic of an RF signal is related to the distance between successive peaks?
Response:

A. Frequency
B. Amplitude
C. Phase

D. Wavelength

Answer: D

What are some common causes of mobility problems in wireless networks?
Response:

A. Configuration errors

B. Improper network settings

C. Unsupported fast roaming methods
D. Non-implemented roaming features

Answer: A
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Which security problem can occur if the network key used for authentication during the join process in a
wireless network is incorrect?
Response:

A. Configuration errors

B. Incorrect passphrases

C. Incompatible EAP methods
D. Incorrect join keys

Answer: D

What term is used to describe the phenomenon of an RF signal bouncing off a surface?
Response:

A. Gain and loss
B. Reflection
C. Refraction
D. Scattering

Answer: B

How can a device report the strength of the RF signal it is receiving?
Response:

A. Wireless scanner tools

B. Client signal strength reports

C. RSSl vs. dBm

D. Output power vs. received signal strength

Answer: B

What is one possible cause of mobility problems in a wireless network if the fast roaming method used
by the client is not supported by the access point?
Response:

A. Configuration errors
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B. Improper network settings
C. Unsupported fast roaming methods
D. Non-implemented roaming features

Answer: C
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