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When troubleshooting loT device connectivity issues, what is a common reason for a device to drop
from the network intermittently?
Response:

A. MAC address filtering

B. Poor power management
C. Network congestion

D. Static IP assignment

Answer: C

MQTT is a popular protocol for loT. What does MQTT stand for?
Response:

A. Message Queue Telemetry Transport
B. Media Query Telemetry Transfer

C. Medium Queue Telemetry Transfer
D. Message Queue Transfer Transport

Answer: A

What are common troubleshooting techniques for dealing with intermittent loT device connectivity?
(Select two)
Response:

A. Reducing the number of connected devices
B. Rebooting the gateway

C. Analyzing signal interference

D. Disabling firewalls

Answer: B,C
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Which diagnostic tool is useful for capturing network traffic to troubleshoot communication issues
between loT devices?
Response:

A. Wireshark
B. SNMP

C. NetFlow
D. Syslog

Answer: A

In wireless loT communication, what does the "PHY" layer stand for?
Response:

A. Physical Layer

B. Physical Interface Layer
C. Protocol Handling Layer
D. Packet Handling Layer

Answer: A

What type of attack involves an unauthorized device impersonating a legitimate loT device to gain
network access?
Response:

A. Man-in-the-middle attack

B. Replay attack

C. Spoofing attack

D. Denial of Service (DoS) attack

Answer: C
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In wireless loT troubleshooting, what can cause excessive retries and packet loss in a communication
session?
Response:

A. High signal-to-noise ratio

B. Congested frequency channels
C. Use of encryption

D. Low bandwidth usage

Answer: B

Which wireless technologies are typically used for low-power, short-range loT communication?
(Select two)
Response:

A. LoRaWAN
B. Bluetooth
C. Sigfox

D. NFC

Answer: B,D

What protocol is responsible for providing MAC layer security in IEEE 802.15.4 networks?
Response:

A. Advanced Encryption Standard (AES)
B. IP Security (IPsec)

C. Transport Layer Security (TLS)

D. Wi-Fi Protected Access (WPA2)

Answer: A

Which layer is responsible for ensuring reliable communication between |oT devices and applications in
wireless l1oT?
Response:
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A. Data Link Layer
B. Network Layer

C. Transport Layer
D. Application Layer

Answer: C
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