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Your company's web server administrator is migrating on-premises backend servers for an application to
GCP. Libraries and configurations differ significantly across these backend servers. The migration to GCP
will be lift- and-shift, and all requests to the servers will be served by a single network load balancer
frontend. You want to use a GCP-native solution when possible.

How should you deploy this service in GCP?

A. Create a managed instance group from one of the images of the on-premises servers, and link this
instance group to a target pool behind your load balancer.

B. Create a target pool, add all backend instances to this target pool, and deploy the target pool behind
your load balancer.

C. Deploy a third-party virtual appliance as frontend to these servers that will accommodate the
significant differences between these backend servers.

D. Use GCP's ECMP capability to load-balance traffic to the backend servers by installing multiple equal-
priority static routes to the backend servers.

Answer: B

Explanation:
https://cloud.google.com/compute/docs/instance-groups/adding-an-instance-group-to-a-load- balancer

You decide to set up Cloud NAT. After completing the configuration, you find that one of your instances
is not using the Cloud NAT for outbound NAT.
What is the most likely cause of this problem?

A. The instance has been configured with multiple interfaces.

B. An external IP address has been configured on the instance.

C. You have created static routes that use RFC1918 ranges.

D. The instance is accessible by a load balancer external IP address.

Answer: B

Explanation:
https://www.sovereignsolutionscorp.com/google-cloud-nat/
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You want to set up two Cloud Routers so that one has an active Border Gateway Protocol (BGP) session,
and the other one acts as a standby.
Which BGP attribute should you use on your on-premises router?

A. AS-Path

B. Community

C. Local Preference

D. Multi-exit Discriminator

Answer: D

Explanation:
https://cloud.google.com/router/docs/concepts/overview

You are increasing your usage of Cloud VPN between on-premises and GCP, and you want to support
more traffic than a single tunnel can handle. You want to increase the available bandwidth using Cloud
VPN.

What should you do?

A. Double the MTU on your on-premises VPN gateway from 1460 bytes to 2920 bytes.

B. Create two VPN tunnels on the same Cloud VPN gateway that point to the same destination VPN
gateway IP address.

C. Add a second on-premises VPN gateway with a different public IP address. Create a second tunnel on
the existing Cloud VPN gateway that forwards the same IP range, but points at the new on-premises
gateway IP.

D. Add a second Cloud VPN gateway in a different region than the existing VPN gateway. Create a new
tunnel on the second Cloud VPN gateway that forwards the same IP range, but points to the existing on-
premises VPN gateway IP address.

Answer: C

Explanation:

You are disabling DNSSEC for one of your Cloud DNS-managed zones. You removed the DS records from
your zone file, waited for them to expire from the cache, and disabled DNSSEC for the zone. You receive
reports that DNSSEC validating resolves are unable to resolve names in your zone.

What should you do?

A. Update the TTL for the zone.

B. Set the zone to the TRANSFER state.

C. Disable DNSSEC at your domain registrar.

D. Transfer ownership of the domain to a new registrar.
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Answer: C

Explanation:

Explanation:

Before disabling DNSSEC for a managed zone you want to use, you must deactivate DNSSEC at your
domain registrar to ensure that DNSSEC-validating resolvers can still resolve names in the zone.
https://cloud.google.com/dns/docs/dnssec-config

You have an application hosted on a Compute Engine virtual machine instance that cannot communicate
with a resource outside of its subnet. When you review the flow and firewall logs, you do not see any
denied traffic listed.

During troubleshooting you find:

* Flow logs are enabled for the VPC subnet, and all firewall rules are set to log.

¢ The subnetwork logs are not excluded from Stackdriver.

¢ The instance that is hosting the application can communicate outside the subnet.

¢ Other instances within the subnet can communicate outside the subnet.

¢ The external resource initiates communication.

What is the most likely cause of the missing log lines?

A. The traffic is matching the expected ingress rule.
B. The traffic is matching the expected egress rule.
C. The traffic is not matching the expected ingress rule.
D. The traffic is not matching the expected egress rule.

Answer: C

Explanation:
Question: 7

You have configured Cloud CDN using HTTP(S) load balancing as the origin for cacheable content.
Compression is configured on the web servers, but responses served by Cloud CDN are not compressed.
What is the most likely cause of the problem?

A. You have not configured compression in Cloud CDN.

B. You have configured the web servers and Cloud CDN with different compression types.

C. The web servers behind the load balancer are configured with different compression types.

D. You have to configure the web servers to compress responses even if the request has a Via header.

Answer: D

Explanation:
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Explanation:

If responses served by Cloud CDN are not compressed but should be, check that the web server
software

running on your instances is configured to compress responses. By default, some web server software
will automatically disable compression for requests that include a Via header. The presence of a Via
header indicates the request was forwarded by a proxy. HTTP proxies such as HTTP(S) load balancing
add a Via header to each request as required by the HTTP specification. To enable compression, you may
have to override your web server's default configuration to tell it to compress responses even if the
request had a Via header.

https://cloud.google.com/cdn/docs/troubleshooting-steps

You have a web application that is currently hosted in the us-centrall region. Users experience high
latency when traveling in Asi

a. You've configured a network load balancer, but users have not experienced a performance
improvement. You want to decrease the latency.

What should you do?

A. Configure a policy-based route rule to prioritize the traffic.

B. Configure an HTTP load balancer, and direct the traffic to it.

C. Configure Dynamic Routing for the subnet hosting the application.

D. Configure the TTL for the DNS zone to decrease the time between updates.

Answer: B

Explanation:
https://cloud.google.com/load-balancing/docs/tutorials/optimize-app-latency

You have an application running on Compute Engine that uses BigQuery to generate some results that
are stored in Cloud Storage. You want to ensure that none of the application instances have external IP
addresses.

Which two methods can you use to accomplish this? (Choose two.)

A. Enable Private Google Access on all the subnets.

B. Enable Private Google Access on the VPC.

C. Enable Private Services Access on the VPC.

D. Create network peering between your VPC and BigQuery.

E. Create a Cloud NAT, and route the application traffic via NAT gateway.

Answer: B,E

Explanation:
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You are designing a shared VPC architecture. Your network and security team has strict controls over
which routes are exposed between departments. Your Production and Staging departments can
communicate with each other, but only via specific networks. You want to follow Google-recommended
practices.

How should you design this topology?

A. Create 2 shared VPCs within the shared VPC Host Project, and enable VPC peering between them. Use
firewall rules to filter access between the specific networks.

B. Create 2 shared VPCs within the shared VPC Host Project, and create a Cloud VPN/Cloud Router
between them. Use Flexible Route Advertisement (FRA) to filter access between the specific networks.
C. Create 2 shared VPCs within the shared VPC Service Project, and create a Cloud VPN/Cloud Router
between them. Use Flexible Route Advertisement (FRA) to filter access between the specific networks.
D. Create 1 VPC within the shared VPC Host Project, and share individual subnets with the Service
Projects to filter access between the specific networks.

Answer: D

Explanation:
https://cloud.google.com/vpc/docs/shared-vpc
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