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Deploying Internet security solutions that are acceptable by clients requires knowing the client’s
Response:

A. Expectations and location

B. Location and technical knowledge

C. System capabilities and expectations
D. Expectation and technical knowledge

Answer: C

Which of the following is the default port for Simple Network Management Protocol (SNMP)?
Response:

A. TCP port 80
B. TCP port 25
C. UDP port 161
D. TCP port 110

Answer: C

Against which of the following does SSH provide protection?
Each correct answer represents a complete solution. Choose two.
Response:

A. IP spoofing

B. Broadcast storm
C. Password sniffing
D. DoS attack

Answer: AC
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Which of the following deals is a binding agreement between two or more persons that is enforceable
by law?
Response:

A. Outsource

B. Proposal

C. Contract

D. Service level agreement

Answer: C

Which of the following strategies is used to minimize the effects of a disruptive event on a company,
and is created to prevent interruptions to normal business activity?
Response:

A. Disaster Recovery Plan

B. Continuity of Operations Plan
C. Contingency Plan

D. Business Continuity Plan

Answer: D

A contract cannot have provisions for which one of the following?
Response:

A. Subcontracting the work

B. Penalties and fines for disclosure of intellectual rights
C. A deadline for the completion of the work

D. lllegal activities

Answer: D

How often should tests and disaster recovery drills be performed?
Response:
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A. At least once a quarter

B. At least once every 6 months
C. At least once a year

D. At least once every 2 years

Answer: C

How many change control systems are there in project management?
Response:

A.3
B.4
C.2
D.1

Answer: B

What are the steps related to the vulnerability management program?
Each correct answer represents a complete solution. Choose all that apply.
Response:

A. Maintain and Monitor

B. Organization Vulnerability
C. Define Policy

D. Baseline the Environment

Answer: ACD

Cyber vulnerability testing consists of which of the following activities?
Response:

A. War driving and war dialing

B. Network probing and network scanning
C. Penetration testing

D. All of the above
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Answer: D
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